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Infroduzione

intercettare traffico diretto alla scheda di rete
= identificare gli host di una comunicazione
m ed i protocolli impiegati
salvataggio del traffico intercettato su file
m utile per analisi posticipate (anche diverse) nel tempo
m usato in caso di reti con molto traffico
impiego di filtri
m identificare solo il traffico di interesse
= applicabili prima e dopo l'intercettazione
strumento: Wireshark
m disponibile per Windows, Linux, macQOs, ...
m ultima versione stabile 3.2.x




Modalita di intercettazione (per IEEE 802)

.. una scheda di rete puo essere impostata in modalita
normale o “promiscua’ ...

modalita normale

m solo traffico destinato alla scheda di rete (identificata
attraverso l'indirizzo MAC)

modalita “promiscua” (Monitor Mode)
m traffico destinato ad altri nodi (anche altri MAC)
m es. rete wireless/hub = traffico di tutti i nodi collegati
m utile per controllo del traffico
m es. protocolli usati nella rete, dati scambiati dalle stazioni
® puo intercettare traffico di utenti diversi!
m intercettazione fraudolenta = reato penale!




Interfaccia iniziale

! The Wireshark Metwork Analyzer EI@

File Edit WView Go Capture Analyze Statistics Telephony Wireless Tools Help

AE 2® AERE R =T IiEIEaaam

lﬁi |.-'+ppi'-_«' a display filter ... <Ctrl-/= [ | -.-] Expression... =+

Welcome to Wireshark

Capture

...using this filter: [ | Enter a capture filter ... * ]

Local Area Connection M.
& USEPcapl
@) USBPcap2

Learn
User's Guide - Wiki - Questions and Answers - HMailing Lists
You are running Wireshark 2.0.2 {v2.0.2-0-gal6e22e from master-2.0). You receive automatic updates.

# Ready to load or capture Mo Packets Profile: Default




Interfaccia grafica

.! The Wireshark Metwork Analyzer EI@

File Edit Wiew Go Capture Analyze Statistics Telephony Wireless Tools Help

dm @® B E ] =F i Eaqa®

(N | Apply a display filter ... <Ctrl-/= —p | '] Expression... +

Welcome to Wireshark

Capture

.using this filter: | | Enter a capture filter ... * ]
Local Area Connection M.

& USBPcapl

@ USBPcap2

interfacce disponibili
(es. LAN, USB)

Learn
User's Guide - Wiki - Questions and Answers - HMailing Lists
You are running Wireshark 2.0.2 {v2.0.2-0-gal6e22e from master-2.0). You receive automatic updates.

#  Ready to load or capture Mo Packets Profile: Default




Interfaccia grafica

.! The Wireshark Metwork Analyzer EI

File Edit Wiew Go Capture Analyze Statistics Telephony Wireless Tools Help

4d = @ =] =7 : BB aasa

(N | Apply a display filter ... <Ctrl-/

W

Filtri di cattura preimpostati

Save this filter

Welcome to Wireshark

Capture

Manage Capture Filters
...using this filter: [

Ethernet address 00:00:5e:00:53:00: ether host 00:00:5e:00:53:00
Ethernet type (0806 (ARP): ether proto 0x0806

Mo Broadcast and no Multicast: not broadcast and not multicast
Mo ARP: not arp

IPvd only: ip

IPvd address 192.0.2.1: host192.0.2.1

IPvE only: ipb

IPvE address 2001:db8:1: host 2001:db8::1

Local Area Connection
& USBPcapl
@ USBPcap2

IPX only: ipx

TCP only: tep

LUDP only: udp

TCP or UDP port 80 (HTTP): port 80

HTTP TCP port (80): tcp port http

Mo ARP and no DNS: not arp and port not 53

Mon-HTTP and non-SMTP to/from www.wireshark.org: not port 80 and not port 25 and host www.wireshark.org

Learn
User's Guide - Wiki - Questions and Answers - HMailing Lists
You are running Wireshark 2.0.2 {v2.0.2-0-gal6e22e from master-2.0). You receive automatic updates.

#  Ready to load or capture Mo Packets Profile: Default




r

M *Local Area Connection
File Edit View Go Capture Analyze

AdE 2@ LERE Qe

Interfaccia principale

Statistics  Telephony  Wireless  Tools  Help

= sEFEaaaH

=5 ol )

(1 [http

'] Expression.. +

Na. Time Source

Destination Protocol  Length  Info

O i wireshark_pcapng_S2AFBCE3-ADEQ-4B75-836B-ASESAFE08512_20160307170333_a00288

|| Packets: 203 - Displayed: 0 (0.0%) - Dropped: 0 (0.0%)

|| Profile: Default

-




Interfaccia principale

M “Intel(R) PRO/1000 MT Network Connection: Local Area Connection

File Edit Wiew Go Capture Analyze  Statistics  Telephony  Wireless  Tools  Help

Am s L RBE [Res=2=2FT 5B EAAQAQE

[ | Apply a display filter ... <Ctrl-(= =3 ~ | Expression. .. -+

Mo. Time Source Destination Protocol Length Info =

EE= 87 4.762228 192.168.145.136 192.168.145.2 DNS 73 Standard query @x9cSd A www.google.it

i 88 4.762585 192.168.145.136 192.168.145.2 DS 73 Standard query @xfcSc A wwaw.poogle.it =

E 89 4.766437 216.58.212 .67 192.168.145.136 TLSw1.2 398 New Session Ticket, Change Cipher Spec, Hello Ri—

E 98 4.766438 192.168.145.2 192.168.145.136 DMS 241 Standard query response Bxc778 AALA plus-l-gocg[:i

i 01 4.766438 192.168.145.2 192.168.145.136 DS 235 Standard query response @xfcSc A www.google.it

- 92 4.766438 192.168.145.2 192.168.145.136 DS 235 Standard query response B8x9c5d A www.google.it [—
93 4.769866 192.168.145.136 216.58.212 .68 TLSwv1.2 1868 Client Key Exchange, Change Cipher Spec, Hello —
94 4,.769955 192.168.145.136 173.194.116.184 TLSwl.2 243 Client Hello | —
a5 4.77eavz 216.58.212.68 192.168.145.136 TP 68 443 - 49216 [ACK] Seq=3511 Ack=315 Win=64248 Le
S5 4.7788@73 173.194.116.184 192.168.145.136 TCP 68 443 = 49213 [ACK] Seq=1 Ack=198 Win=64248 Len=8
97 4.778263 192 .168.145.136 216.58.212.67 TLSwL.2 2131 Application Data __—
98 4.7783608 216.58.212.67 192.168.145.136 TCP 58 443 = 49214 [ACK] Seq=42589 Ack=471 Win=64248 Le ™

4 | (1] | 3

73 bytes captured (584 bits) on interface 8
Dst: Vinware fS:6a:ac (@B:58:56:f5:6a:ac)

[+ Frame &87:
> Ethernet II,

73 bytes on wire (584 bits),
Src: Vmware 3a:bl:8e (©9:8c:29:3a:bl:8e),

[ Internet Protocol Versiom 4, Src: 192.168.145.136, Dst: 192.168.145.2

[» User Datagram Protocol, Src Port: 64692 (64692), Dst Port: 53 (53)

[ Domain Mame System (query)
@8 se 56 TS 6a ac 98 Bc 29 Za bl Se 23 B8 45 @8 e ' S N, - E.
ea 2b 11 72 @8 88 28 11 e8 88 c@ ad 91 83 c@ as T et ol e e
91 82 fc b4 8@ 35 88 27 a4 14 9c S5d 81 86 88 a1 ..... Gt Gaa e

a8 a8 B8 8P 88 Be B3 J7 TF7 77 86 67 6f 6F 67 6C
65 82 B89 74 B9 82 Bl 88 el eoitorzn g

() @  wireshark_pcapng 52AFBCE3-ADED-4B75-886B-A5SEBAFG08812 20160307175058_an3232 || Packets: 286 - Displayed: 286 (100.0%) || Profie: Default




Opzioni per intercettazione

! *Local Area Connection

File Edit View Go Analyze Statistics Telephony Wireless Tools Help

A R (3] : ® Options... Ctrl+K ] @ G G

[ http i‘ Start trl+E I

Mo, Time | B Stop Ctrl= L Protocol  Length  Info
Restart Chrl+
Captiie Blters. opzioni di input, output
Refresh Interfaces F5 (+ parametri Vari)




Opzioni per intercettazione

B =

M Wireshark - Capture Interfaces

Input | Output I Options

Interface . Traffic Link-layer Header Promiscuous Snaplen (B) Buffer (MEB)
» Intel(R) PRO/000 MT Metwork Connection: Local Area Connection Ethernet enabled default 2
USEPcapl USEBPcap n/a n'a n/a
USBPcap2 USBPcap n/a n/a n/a

interfaccia da usare
per I'intercettazione

k

4 |

lManage Interhces...‘

[/] Enable promiscuous mode on all interfaces

> ] Compile BPFs

Capture filter for selected interfaces: | | Enter a capture filter ...

Start [ Close J [ Help ]




Opzioni per intercettazione

~
[ salvataggio dei

' M Wireshark - Capture Interfaces | - -
e o [ pacchetti catturati
- su uno o piu file

)

Dutput format: @ pcap-ng ) pcap

[¥] capture to a permanent file -

File: Leawve blank to use a temporary file Browse...

[7] create a new file automatically after...

| |kilobytes

[7] use aring buffer with 2 = files

Start Cloze ] ’ Help




[

M Wireshark - Capture Interfaces

| Input | Output | Options

Opzioni per intercettazione

- Mame Resolution

Display Options

Update list of packets in real-time Resolve MAC Addresses

Automatically scroll during live capture [7] Resolve network names

Show extra capture information dialog [] Resolve transport names

Stop capture automatically after.. -

i % packets

|1 + files

] {1 +1 |kilobytes

B |1

Start

Close

Help




Visualizzazione dei pacchetti catturati

[ Tntel(R) PRO/LO00 MT Desktop Adapter: \Device A [Wireshark 1.8.5 (SVM Rev 47350 from /trunk-1.8)] [ -@- | 3]
File Edit View Go Capture Analyze Statistics Telephonz Tools Internals Help

= e BEEXZ2E8 Ae»TLI|EE el @$E@®mx B
Filter: E| Expression... Clear Apply Save
MNa. Tirme Source Destination Protocol Length Info -
21 25.9%9547500 208 <Ignoreds=
22 29,.9%53120M: 208 <Ignoreds=
23 30.52749600(10.0.2.15 192.168.0.1 DNS 73 standard query 0x0fb9 A www.libero.qit
24 30.557202001192.168.0.1 10.0.2.15 DNS 161 standard query response 0x0fb9 CNAME vs-fe.djol.it A 151.1.67.227 A 151.1.6
25 30.57160100¢110.0.2.15 3k b B ey ICMP 74 Echo (ping) request id=0x0001, seq=7/1792, ttl=128
26 30.6115940001151.1.67. 227 10.0.2.15 ICMP 74 Echo (ping) reply id=0x0001, seq=7/1792, ttl=127
27 31.57257%00:110.0.2.15 3B Lo Cl P vy ICMP 74 echo (ping) request id=0x0001, seq=8/2048, ttl=128
28 31.611417001151.1.67. 227 10.0.2.15 ICMP 74 Echo (ping) reply id=0x0001, seq=8/2048, ttl=127
29 32.56863400¢ 243 <Ignoreds=
30 32.57263300110.0.2.15 abon b L vy ICMP 74 Echo (ping) request id=0x0001, s5eq=9/2304, ttl1=128
31 32.611635004151.1.67.227 10.0.2.15 ICMP 74 Echo (ping) reply id=0x0001, s5eq=9/2304, ttl=127 -
32 32.99474300¢ 208 <Ignoreds= 1
33 33.57302500110.0.2.15 3k bl ] 7 v ICMP 74 Echo (ping) request id=0x0001, seq=10/2560, ttl=128
34 33.6126120001151.1.67. 227 10.0.2.15 ICMP 74 Echo (ping) reply id=0x0001, seq=10/2560, ttl=127 B
35 35.99410000¢ 208 <Ignoreds= -
4 1 | 3

Ethernet II, Src: RTINS OSSR i
+ Internet Protocol Version 4, src: 10.0.2.15 (10.0.2.15), Dst: 102.168.0.1 (192.168.0.1)
B User Datagram Protocol, Src Port: 52164 (52164), Dst Port: domain (53)
Source port: 52164 (52164)
Destination port: domain {53)
Length: 39
# Checksum: Oxccf0 [validation disabled]
= Domain Name System (query)
[Response In: 24]
Transaction ID: 0x0fb9
# Flags: 0x0100 standard query
Questions: 1
Answer RRs: O
Authority RRs: O
Additional RRs: 0O
= Queries
E www. libero.it: type A, class IN
Name: www. libero.qit
Type: A (Host address)
Class: IN {0Ox0001)

m

el 54 00 12 35 02 OB 7e a9 0E 00 45 -
W00 3b 51 d9 00 00 8O Oa 00 02 Of cO i
V00 01 cb c4 00 35 00 of b9 01 00 0O E|
WOEINO0 00 00 00 00 00 03 06 6C 69 62 65 4

WLt 02 69 74 00 00 01

1

) @l Frame (frame), 73 bytes Packets: 35 Displayed: 35 Marked: 0 Dropped: 0 Ignored: 5 Profile: Default




Filiri per intercettazione

applicabili prima dell’intercettazione
usati per catturare solo il traffico di interesse
m necessario in reti con molto traffico
utili per specificare
m protocolli
m udp tcp icmp
m informazioni specifiche di un pacchetto
m es. dst host 10.10.10.1, src host 192.168.1.1

m composizione con operatori logici
m es. host 10.10.10.1 and not (port 80 or port 25)
documentazione
m http://wiki.wireshark.org/CaptureFilters




Filtri di intercettazione - esempio

M Wireshark - Capture Interfaces

B =

Input | Output I Options
Interface . Traffic Link-layer Header Promiscuous Snaplen (B) Buffer (MEB)
» Intel(R) PRO/000 MT Metwork Connection: Local Area Connection Ethernet enabled default 2
USEPcapl USEBPcap n/a n'a n/a
USBPcap2 USBPcap n/a n/a n/a
14 g m J p
[] Enable promiscucus mode an all interfa% [Manage Interhces...]
Capture filter for selected interfaces: l ,l Enter a capture filter ... t ] Compile BPFs

[ Close J [ Help ]




Filtri di intercettazione - esempio

B =

M Wireshark - Capture Interfaces

Input | Output I Options
Interface . Traffic Link-layer Header Promiscuous Snaplen (B) Buffer (MEB)
» Intel(R) PRO/000 MT Metwork Connection: Local Area Connection Ethernet enabled default 2
USEPcapl USEBPcap n/a n'a n/a
USBPcap2 USBPcap n/a n/a n/a
inserimento diretto
e compilazione
4|, / I [ b
[/] Enable promiscuous mode on all interfaces lManage Interhces...‘
Capture filter for selected interfaces: | | Enter a capture filter ... t ] Compile BPFs

Start [ Close J [ Help ]




Filtri per intercettazione - esempio
ol |

M Wireshark - Capture Interfaces

Input | Output | Options |

Traffic Link-layer Header Promiscuous Snaplen (B) Buffer (ME) Capture Filter
I Metwork Connection: Local Area Connection Ethernet enabled default 2 tcp port http
USEPcap n'a n.a na
USBPcap n/a n/a n/a

filtro specificato
In modo corretto

k

4

[/] Enable promiscuous mode on all interfaces / lManage Interh::es...‘
B -] | compile BPFs

Capture filter for selected interfaces: | | tcp port http

[ Start ] l Close J l Help ]

4 h
solo pacchetti TCP inviati/ricevuti

sulla porta 80/tcp (http)
N )




Filtri per visualizzazione

applicabili sui pacchetti intercettati
m per identificare il traffico di interesse tra quello catturato
m ATTENZIONE! sintassi diversa dai filtri di cattura
utili per specificare
m protocolli
m es. tcp udp icmp
m informazioni specifiche di un pacchetto
mes. ip.dst==10.10.10.1

m composizione con operatori logici

mes.ip==151.1.67.221 && ! (tcp.port eq 80 or
tcp.port eq 25)

documentazione
m http://wiki.wireshark.org/DisplayFilters




Filtri per visualizzazione - esempio

" [ ntel(R) PROVI000 MT Desktop Adapter: \Device editor di espressioni

File Edit View Go Capture Analyze Statistics e I
S acged EEHdREE AedT L Qe

Filter: = | Expression... Clear Apply 5ave

rk1.8.5 (5VI

Mo. ime Source Destination Protocel Length Info

L O0oo00000 208 <Ign

703963000 103 <Ign
AaQ7 7000 151 <Ign
208 <Ign

definizione espressione




Filtri per visualizzazione - esempio

... usando l’editor definiamo I’espressione ...

-

“ Wiresharlk: Filter Expression - Profile: Default

Field name
[# IPP - Internet Printing Protocol

B IPSICTL - IPSICTL

= IPvd - Internet Protocol Version 4

ip.wersion - Version

ip.hdr_len - Header Length

ip.dsfield - Differentiated Services field
ip.dsfield.dscp - Differentiated Services Codepoint
ip.dsfield.ecn - Explicit Congestion Notification

ip.tos - Type of Service
ip.tos.precedence - Precedence
ip.tos.delay - Delay
iptos.throughput - Throughput
ip.tos.reliability - Reliability
ip.tos.cost - Cost

ip.len - Tetal Length

ip.id - Identification

ip.dst - Destination

in st hnct - Nectinatinn Hast
L

Relation

is present

Value (IPvd address)
1511.67.211

Predefined values:

Range (offset:length)

(o)

K l ’ Cancel




Filtri per visualizzazione - esempio

.. ed applicando I’espressione ...

HIHtE“:H:I PRO/1000 MT Desktop Adapter: \Device 3 [Wireshark 1.8.5 [SWV
File Edit View Go Capture Analyze Statistics Telephnnz Tools  Internals  Help

SE e BDEXEE Ao T L IEB QB W@
Filter: | ip.dst == 151.1.67.221 IEI Expression... Clear Apply S5Save
bo.—lae.Somce

Protocol Length  Info

pacchetti che soddisfano I’espressione




Visualizzare elementi aggiuntivi

come impostazione di default wireshark visualizza:
m |[D numerico
m tempo
m indirizzo |IP sorgente e destinazione
m protocollo
m lunghezza del pacchetto (in byte)
m informazioni sul pacchetto
m es: “TCP segment of a reassembled PDU”
e possibile aggiungere ulteriori colonne
m per visualizzare ulteriori campi del pacchetto
m eventualmente anche non previsti (opzione “custom”)




Aggiunta colonne di visualizzazione

' M “Local Area Connection EI 1
File Edit View Go Capture Analyze Statistics Telephony Wirele{ )
= (1 4))
in:0 1 —— selezionare “Edit
(7 [ntte | ~ | Expression..  +
(1 ) =
No. Time Source Destination e P refe re n ces

{:} 7 wireshark _pcapng_52AFBCE3-ADED-4675-8366-A5E8AFE08512_20160307170333_a00288 Packets: 303 * Displayed: 0 (0.0%) * Cropped: 0 (0.0%) Profile; Default




Aggiunta colonne di visualizzazione

M Wireshark - Preferences

4 Appearance

Layout Di5F_|_E_I}fEI:| Title

Type

Field Mame Field Qccurrence

—~

L 2. selezionare “Add”

s 1. S€l€ZIONare “Columns”}

C e — 52| Mo Mumber '
Font and Colors v Time
Capture V] Source
Filter Expressions ] Destination  Destination add
Marme Resclution vl Protocol Protocol
- Protocols ] Length Packet length (bytes)
» Statistics V] Info Information
Advanced ¥ Mew Column Mumber

3. selezionare il contenuto
della nuova colonna

[ QK ][ Cancel H Help ‘




Isolare una “network conversation”

“network conversation” = comunicazione di rete

m traffico scambiato da due specifici endpoint

m es. indirizzi IP, indirizzi IP + protocollo, ...

utile per restringere le analisi tra due endpoint

m traffico scambiato tra due indirizzi IP

m traffico scambiato per una quintupla

...
soluzioni:

m definizione manuale di filtri (per l'intercettazione o per la
visualizzazione)

m definizione assistita di filtri attraverso l'interfaccia
Conversations




Interfaccia Conversations

= Statistics 2 Conversations

Kl Conversations: Intel(R) PRO/1000 MT Desktop Adapter: \Device' il || =]
Ethernet: 3 | Fibre Channel | FODI| IPvd: 19 | IPwh: 1 | IPX | JXTA | MCP | RSWP | SCTP | TCP: 26 | Token Ring | UDP: 43 | USE | WLAN
IPwd Conversations
Address A 4 Address B 4 Packets 4 Bytes 1 Packets A—B 1 Bytes A—B 1 Packets A—B 1 Bytes A—B 4 RelStart 4 Duration 4 bps A—B 1 bps A-B 1
100215 192.168.01 82 9105 4 3158 41 5047 3,812615000 8 6896 2907 40 547508
10.0.2.15 63.245217.36 11 1665 B 950 5 715 3,847066000 3,5546 213808 160919
100,215 195.22.200.35 619 334 336 209 11676 410 322660 4482118000 80580 1159198 32033815
100,215 151.1.67.215 102 47 260 36 2756 b 44 504 8911751000 3,6366 606280 97902,36
100215 1511467231 243 95493 99 9 4b4 144 86029 9,202158000 32461 2262676 205680,18
100,215 178.250.0.76 11 2019 6 121 5 798 9,245340000 32,2070 205374 193045
100215 93184.220.20 11 1740 B 751 5 989 9,595935000 29391 204413 291,94
10.0.215 173194.35.27 20 6454 10 2011 10 4443 9,596453000 29211 550745 12167.89
100,215 212.58.244.61 11 1762 B 879 5 883 9,755998000 2,8033 250849 251991
100215 8219980141 33 8863 16 3418 17 5445 9,767113000 23478 1164670 18553,62
100215 195.22.200.25 32 13557 13 1100 19 12457 9966743000 2,5508 344996 39069,26
100,215 195.22.200.32 71 31279 29 4512 42 26 767 10,353791000 21589 1671932 09185,76
100215 54.239.158.155 11 1970 B 807 5 1383 11,332352000 11919 407426 914863
10.0.2.15 68.67.185.209 11 1368 & 629 5 739 11477735000 1,0705 470078 5522 85
100,215 6867185184 14 3438 7 900 7 2538 11669172000 0,8532 843916 23798 44
100215 45.228164.11 18 7509 8 2629 10 4 880 11,928117000 05832 3045223 B5807.11
100215 195.22.200.43 10 1190 5 657 5 533 12,287245000 02164 24292 85 19707.89
100,215 239.255,255.250 2 378 2 378 0 0 13,083004000 0,0002 16434782 61 MSA
100.2.2 10.0.2.15 1 203 1 203 0 0 13,089188000 0,0000 MSA M/A
Name resolution [] Limit to display filter
Help ] l Copy Follow Stream




Interfaccia Conversations

L Statistics 2 Conversations

Bl Conversations: Intel(R) PRO/1000 MT Desktop Adapter: \Device! il ||| S|
Ethernet: 3 | Fibre Channel | FDDI| IPv4: 19 |1Pv6: 1 | IPX | JXTA | NCP | RSVP | SCTP | TCP: 26 | Token Ring | UDP: 43 | USB | WLAN
IPvd Conversations
Address A 1 Address B 1 Packets 4 Bytes 1 Packets A—B 1 Bytes A—B 1 Packets A—B 4 Bytes A—B 4 Rel5Start 4 Duration { bps A—B 1 bps A—B 1
10.0215 19216801 82 9105 41 3158 41 5947 3,812615000 8,6896 2907,40 5475,08
100215  63.245.217.36 11 1665 6 950 5 715 3,847066000 3,5546 2138,08 1609,19
195.22.200.35 619 334326 i d A5 : LTA Tl 2 NIGRE
100215  151.167.215 102 4  Apply asFilter b Selected r A-—B 6062,80 97902,36
100215 1511467231 243 9 PrepareaFilter . Mot Selected : A-B 22626,76 205680,18
100215  178.250.0.76 11 Find Packet v . and Selected 4 A—B 2953,74 1930,45
10.0.2.15 93.1584.220.20 11 Colorize Conversation L . OF Selected » A — Any 204413 291,94
100215  173.194.35.27 20 6454 10 2011 .. and not Selected r A — Any 550745 12167,89
100215  212.58.244.61 11 1762 6 879 .. OF not Selected > A — Any 250849 2519,91
100215  82199.80.141 33 8863 16 3418 T7 SWSYTEIL \  Any—B 11646,70 18553,62
100215  195.22.200.25 32 13557 13 1100 19 12457 9, Any — B 3449,96 39069,26
100215  195.22.200.32 71 31279 29 4512 42 26 767 By It 16719,32 99185,76
10.0215  54.239.158.155 11 1970 6 607 5 138 - 4074,26 9148,63
10.0215  68.67.185.209 11 1368 6 629 5 1,0705 4700,78 5522,85
10.0215 6867185184 14 34 439,16 23798,44
100215  46.228.164.11 18 75 L ] ] ] 452,23 65807,11
100215  195.22.200.43 0 11 d f t t d I f It 292,85 19707,89
100215  239.255.255.250 2 3 eriniZzione assisiita e lItro 782,61 N/A
10.0.2.2 100215 1 2 N/A M/A
Mame resclution [] Limit to display filter

Help ] l Copy Follow Stream




